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ITOJIO’KEHUE

00 0TBETCTBEHHOM JIH1ie 32 HHPOPMAIHOHHY IO 6€e30IaCHOCTH
I'ocynapcTBeHHOro 0X01KeTHOr0 NPogeCcCHOHAILHOI0 00Pa30BATEILHOr0 YUPeKICHHS
«balikoHypCcKHH 3/1eKTpopaAHoTeXHHYecKHiT TeXHUKYM umenn M.U. Hexeauna»

I.  OBUIMUE NOJOXEHUA

1.1.B  T'ocymapctBeHHOM OIO/DKETHOM  ITPO(ECCHOHAIBHOM  00pa3oBaTeIbHOM
yupexaeHnn « balKoHypCKui aleKTpopaiuoTexHiuueckuil TexuukyMm umenn M. Henenunay
(mayee - TEXHUKYM) B LIEJISIX BBIIIOJIHEHHUSI TpeOOBaHHUM NEHCTBYIOIIETO 3aKOHOATENHCTBA
Poccuiickoit ®enepanvy, HMHBIX HOPMaTHBHO-IIPAaBOBBIX AaKTOB, perJIaMEeHTHPYIOIIHX
obecrieyeHue 3alIUThl KHPOPMALIMH, B TOM YHcie obecrieueHre 0e30macHOCTH Mpu 00paboTke
NEPCOHAIBHBIX JaHHBIX, a TaKXKe oOecreyeHue 3alluThl U 0€30IaCHOCTH HHPOPMAIOHHBIX
TEXHOJIOTHM M TEXHHUYECKHX CpEICTB, I103BOJIAIOIIMX OCYLIECTBISATh OOpabOTKYy TaKuxX
IIEPCOHAIBHBIX JAaHHBIX, OTBETCTBEHHbIM JIMIIOM 32 HWH(POPMAIMOHHYIO 0€30MacHOCTh

I[IPUKA30M JUPEKTOPA TEXHUKYMa Ha3HA4YaCTCsA FOPUCKOHCYJIBT.

II. 3AJAYHN

2.1. 3ajjayaMu OTBETCTBEHHOIO JIMLA 32 HHOOPMALHOHHYIO O€30MTaCHOCTD SABJISIOTCS.

PaspaboTka M peanusalys KOMIUIEKCA OpPraHM3allMOHHBIX W TEXHUYECKHX Mep,
HalpaBJIEHHBIX Ha BBIIIOJIHEHUE YCTAHOBJIEHHBIX TpeOOBaHUM K obOecneyeHuto 6e30MmacHOCTH
¥ 3aIuTe HHGOPMAIIUH, B TOM YHCIIe TIEPCOHATBHBIX TaHHBIX.

Obecneuenne MOCTOSIHHOIO KOHTPOJIS B TEXHUKYME 3a BBITIOJTHEHHEM yCTaHOBJIEHHBIX
TpeOboBaHUM K oOecreyeHuio 0€30MacHOCTH W 3aluTe HHOOPMAIMM, B TOM YHCJIE
IIEPCOHAIBHBIX TAHHBIX.

Pazpaborka ¥  BHeCeHME  MpEUIOKEHHH  PYKOBOJACTBY  TEXHHKyMa  IIO
COBEPILICHCTBOBAHHIO M Pa3BUTHIO KOPIOPATUBHOM CUCTEMbl oOecriedeHus 0e30IacHOCTU M

3aUUThl HHQOPMALMK, B TOM YUCIIE IePCOHATBHBIX JaHHBIX.



ITI. ®YHKIIUHU

3.1. JInst BBITONHEHMsI MOCTABJIEHHBIX 3371ay OTBETCTBEHHOE JIMIO 32 WH(POPMAIMOHHYIO
0e30MacHOCTb OCYLIECTBIISIET CIEAYIOLIME (QYHKLIMH.

3.1.1. 'oToBUT M mpeAcCTaBiIse€T HA PACCMOTPEHHE PYKOBOJACTBY TEXHUKYyMa IPOEKTHI
JIOKaJIbHBIX HOPMaTHBHBIX aKTOB IIO BOIpocam OOecCreyeHHs 3alluThl HHPOpPMALUH, B TOM
YUCIIe IEPCOHAIBHBIX JTAHHBIX.

3.1.2. Opranusyer © OPOBOAUT BO B3aUMOJICHCTBHHM C 3aWHTEPECOBAHHBIMHU
noApasfeieHussMU  Kilaccu(uKauuio HHOOPMAIMOHHBIX CHUCTEM HaA JTale CO3JaHus
UH(QOPMALMOHHBIX CHCTEM WIM B XOJe HUX OKCIUTyaTauuw (I paHee BBEACHHBIX B
OKCIUIyaTallul0 M (MJIM) MOJEPHHU3UPYEMBIX HH(MOPMALMOHHBIX CHCTEM) C LEJIBIO
YCTaHOBJIEHUS METO/IOB U CIIOCOOOB 3alIUThl HH(GOPMALIMK, HEOOXOIUMBIX I 00ecredeHus
0e30MacHOCTH I€PCOHAIBHBIX JIAHHBIX B COOTBETCTBUU C YCTAHOBJIEHHBIMU TPeOOBaHHUSIMH.

3.1.3. Pa3pabatbiBaeT H peau3yeT KOMIUIEKC OpPraHU3alldOHHBIX H MeEp IO
00ecCIeYeHHIO 3alUThl HH(OPMAIUH OT:

HEIPaBOMEPHOI'0 0CTYIIA;

YHUUYTOXKECHUS;

MO (UIUPOBAHNUS;

OJI0KUpOBaHUS;

KOIIMPOBaHMUS;

IIPEeIOCTaBIICHUS;

pacnpoCTpaHeHHs;

a TaKKe OT UHBIX HEIIPABOMEPHBIX JACHCTBUM B OTHOLIEHUM TAaKOW MH(OPMALIUH.

3.1.4. Ansa 3ammTbl HMHGOpMALMKM, B TOM YHCIE NEPCOHAIBHBIX JaHHBIX OT
HEIPaBOMEPHOr0 JOCTyNa OTBETCTBEHHOE JIMLO 3a HHGOPMalUUMOHHYI0 Oe30macHOCTh
obecrnieynBaeT:

KOHTPOJIb 3a CTPOIMM COOJIIOJEHMEM TMPUHATOrO0 TEXHHUKYMOM JOCTyHa K
KOHQHUACHUUAIbHON HHPOPMALIUY, B TOM YHUCJIE K IEPCOHAIBHBIM JaHHBIM;

IPEAOTBPALCHHE HECAHKLIMOHUPOBAHHOIO J10CTya K MHPOpMaLKMU U (WIK) epesadu

€€ JIMllaM, HE UMCIOIIIUM IIpaBa Ha JOCTYII K I/IH(bOpMaLII/II/I;



CBOEBpEMEHHOe OOHapykeHHe (aKTOB HECAHKIHMOHMPOBAHHOIO  JOCTyma K
uubOpMALUK; IPEIYIPEKICHIHE BO3MOKHOCTH HEOIAarONPUATHBIX IOCIIECTBAN HapyIICHUS
nopsJiKa JOCTyma K HH(OopMaluH;

BO3MOXKHOCTh HE3aMEUTHTETHHOrO0 BOCCTAHOBIICHHs HH(OpPMAIMH, MOAUPUIMPOBAHHOM
WIH YHHYTO)KEHHOH BCIIE/ICTBHE HECAaHKIIMOHUPOBAHHOIO IOCTYIIA K HEH.

3.1.5. OTBeTCTBEHHOE JIMIIO 3a HWHGOPMAIMOHHYIO O€30MacHOCTh INpU CO3LAaHUU U
3KCIUTyaTaldu KOPIOPATUBHBIX UH(MOPMAIIMOHHBIX CHCTEM:

CaMOCTOSITEILHO pa3pabaThiBaeT U BHEAPSET METObI M CIIOCOOBI 3alUTHI HH(POPMALUH,
COOTBETCTBYIOIINE YCTAHOBIEHHBIM TPEOOBaHUAM;

COMTaCOBBIBAET HCIIOTHUTENIIO IUIaHUPYEeMble IS MCIIOIB30BAHUS B LIEJAX 3allUTHI
HHQOpPMAIIMK METOJABbl M CIOCOObI IPU YCIOBHM HX COOTBETCTBHMS YCTaHOBJIEHHBIM
TpeOOBaHUSM.

3.1.6. OTBeTCTBEHHOE JIUIIO 3a HH(HOPMALIMOHHYIO O€30M1aCHOCTb:

pa3pabaThiBaeT M pealu3yeT Mepbl OpPraHM3allMOHHOIO M TEXHHUYECKOIo II0
HEJIONYIIEHHIO BO3IEHCTBUS Ha TEeXHUYECKHe cpelacTsa o00paboTku HHGOpMALMHU, B
pe3yJibTaTe KOTOPOro HapymaeTcst UX QyHKIHMOHUPOBAHHUE;

OpraHu3yeT M(WIH) IPOBOJUT IKCIEPTU3Y TEXHUYECKHX CPEICTB, UCIONb3YEMBIX IIPH
00paboTke MHpOPMAIMKA Ha MPEJIMET COOTBETCTBUS BO3MOXHOCTEH 3aIiUThl MH(OpMaLH
yKa3aHHBIX CPEJICTB YCTAaHOBJIEHHBIM TPEOOBaHUM.

3.1.7. OTBeTCTBEHHOE JHUIO 3a HH(DOPMAIMOHHYIO O€30IaCHOCTh KOHTPOJIUPYET
BBINIOJTHEHHE YCTAHOBJIEHHBIX TpeOOBaHHi 10:

OCYIIECTBICHHIO OOMeHa TIIepPCOHAIBHBIMH JAHHBIMM Ipd KX 00paborke B
HMHGOPMALMOHHBIX CUCTEMaxX II0 KaHajlaM CBs3M, 3allliTa KOTOPBIX OOECIIEeUYMBAETCS ITyTEM
peaM3aliy COOTBETCTBYIOIIMX OPraHU3aMOHHbBIX Mep U (WJIK) ITyTeM IPUMEHEHHs TEXHUYECKHX
CpeJCTB;

pasMelIeHHI0 MH()OPMAIIMOHHBIX CUCTEM, CIIELHAIbHOro 00OpYNOBaHUS U OXpaHe
MOMEIIEHUH, B KOTOPBIX BeJeTcsl paboTa ¢ NepCOHAIbHBIMUA JaHHBIMH, OPraHUu3alud PeKUMa
obecrieyeHrsi 0€30IIaCHOCTH B JTHX IIOMEILICHHUSX B YacTH OOECIEYEHHs COXPaHHOCTH
HOCHTENIEH MEepCOHANBHBIX JTAHHBIX M CPEICTB 3alIUTHl MHGOPMAIMHK, a TaKKe UCKIIIOYEHUS
BO3MOXXHOCTH HEKOHTPOJIMPYEMOI'O MPOHMKHOBEHUSI UJIM NPeObIBaHUS B 3TUX IOMEILLEHHUIX

ITOCTOPOHHHUX JIMIL;



COOJIFOICHUIO NTapOJIbHON 3aIlUTHI;

COOMIOICHUIO YCTAHOBJIEHHOTO perjiaMeHTa padoThl € JIEKTPOHHON ITOYTOMH;

coOmoIeHHI0 TpeOOBaHUM K MPOrpaMMHOMY 00€CIeYeHHUIO U ero UCIOIb30BaHHUIO.

3.1.8. B coOTBeTCTBMM C YCTAQaHOBJIICHHBIMU HOPMATHBHO-IIPABOBHIMH  aKTaMH
TpeOOBaHUAMHU OTBETCTBEHHOE JIULIO 3a MHPOPMALIMOHHYIO 0€30MacHOCTh 00eCIIeYHBAECT:

olpelelIeHHe yrpo3 Oe30MacHOCTH IepCOHAJIBHBIX JAHHBIX IPH HX 00paboTKe,
(hopMHpOBaHME HA UX OCHOBE MOJIENIH yTpo3;

pa3paboTKy Ha OCHOBE MOJEIH YIPO3 CHUCTEMbI 3alllUThl MEePCOHAIBHBIX IaHHBIX,
obecrneynBarolel HeUTpalIn3allio MPerojaraeMbelX Yrpo3 ¢ HCIOJIB30BaHUEM METOIOB U
CIocOO0B 3aIlUThl MEPCOHAIBHBIX JAHHBIX, MPEIYCMOTPEHHBIX U COOTBETCTBYIOIIEIO
KJ1acca HHPOPMALMOHHBIX CUCTEM;

IPOBEPKY TIOTOBHOCTH CpPEACTB 3alIUThl HMHPOPMAIMH K MCIOJB30BAHHIO C
COCTAaBJIEHUEM 3aKJIFOYEHUN O BO3MOKHOCTHU UX IKCIUTyaTalluu;

YCTaHOBKY M BBOJl B OKCIUIyaTal[MIO CPE/ICTB 3allUThl HH(MOPMALUU B COOTBETCTBHH C
9KCIUTYyaTallMOHHOM U TEXHUYECKON TOKyMEHTAalNeH;

o0ydyeHHe JHIL, HMCIOJB3YIOUIMX CpPEeACTBA 3aIlUThl HMH(OpMAIMK, NpUMEHSEMble B
MH(POpPMALMOHHBIX CUCTEMaX, IIpaBUJIaM pabOThI C HUMH;

y4eT IPUMEHSIEMbIX CPECTB 3allUThl HH(OOPMAaLIMH, IKCIUTyaTallAOHHON ¥ TEXHUYECKON
JIOKYMEHTALlUX K HUM, HOCUTEJIEH IEpCOHAIbHBIX IaHHBIX;

y4eT JIHLL, JOIMyIIeHHbIX K paboTe ¢ MepCOHabHBIMU JJAHHBIMU B MHPOPMAIIMOHHON CHCTEME;

KOHTPOJIb 3a COOJIIOJICHHEM YCJIOBHH HUCIOIB30BAHUS CPEACTB 3aIUTHl HHPOPMAIUH,
[IPeLyCMOTPEHHBIX JKCIUIyaTallMOHHOM M TEXHMYECKOH JOKyMeHTauued; pazbop U
COCTaBJIGHUE 3aKIIIOYEHHUN 10 (akraM HecOOTIOAECHUs] YCIOBHUM XpaHEHUsI HOCHUTEeJeH
NEePCOHATBHBIX JAHHBIX, MCIOJIb30BaHUsl CPEJCTB 3alUThl WH(GOPMALUU, KOTOPHIE MOTYT
NPUBECTH K HApPYLIEHUIO KOHQUACHIMUAIBHOCTH IE€PCOHAJIbHBIX MAaHHBIX WM JPYTUM
HApYyUICHUAM, [IPUBOASILMM K CHM)KEHHMIO YPOBHS 3aUUIIEHHOCTHU NEPCOHAJIBHBIX JTaHHBIX,
pa3paboTKy U NpUHATHE Mep II0 INpPeJOTBPALIEHHIO BO3MOXHBIX ONACHBIX IOCJIEJICTBUM
OAO0OHBIX HAPYLICHHUI;

ONUCAHUE CUCTEMBbl 3alUThl MHQOpMAlMKM, B TOM YMUCIIE€ NEPCOHAIBHBIX AaHHBIX;
€KEroZIHOE IIAHUPOBAHKE pabOTHI 10 COBEPLICHCTBOBAHUIO CUCTEMbI 3aIlUThl HH(OpMaLUH,

B TOM HHMCJIC [IEPCOHAIIBHBIX JaHHDBIX;



MOATOTOBKY M IIPeNOCTaBlieHHEe OT4éTra 3a Y4eOHBIA Ton pYKOBOOUTEIK OO0
OpPraHM3allMOHHBIX U TEXHUYECKUX MEPOINpHUSTUSX 10 3amuTe MH(GOpMalK{, B TOM 4YHCIIE
NEPCOHANIBHBIX JaHHBIX;

IIOCTOSIHHBIN KOHTPOJIb 3a 00ecrieueHHeM YPOBHSI 3allIUIIEHHOCTH HH(OPMAITUH.

IV. BBAUMO/JIEVICTBUE

4.1. Jlna pelmieHdss IOCTaBICHHBIX 3aad W OCYLIECTBJICHHS IIPEIYCMOTPEHHBIX
HacrosmuMm  IlomoxenneM  QyHKIMH — OTBETCTBEHHOE JIMIO 332 HHPOPMALUMOHHYIO
0e30I1acCHOCTh B3aUMOJIEHCTBYeT:

C IUPEKTOPOM TEXHUKYMa U €ro 3aMeCTHTEIISIMH.

4.2. B xozne B3auMo/1€HCTBUsI OTBETCTBEHHOE JIUIIO 332 HHPOPMALUOHHYIO 0€30I1aCHOCTE:

B YCTGHOBJIEHHOM IIOpSAJKE, TIOIy4aeT HEOOXOOUMYIO JUIS  OCYIIECTBIICHHS
NEATEIbHOCTH MH(POPMALHIO, Pa3bsICHEHUS, YTOYHEHHUS, HOPMATHBHbIE H HHbBIE TOKYMEHTHI;

FOTOBHT M B yCTAHOBJIEHHOM I1OPs/IKE BHOCUT JIUPEKTOPY TEXHUKYMa ITPEUTOKEHHS ITO
IPOBEACHUIO OPraHU3allMOHHBIX M TEXHHYECKHMX MEpPOIPHUSTHH, H3TAHHIO JIOKAIBHBIX
HOPMATHUBHBIX aKTOB, IIPHHSATHIO HHBIX MEP 10 YCTAaHOBJICHHBIM HAIIPABJICHUIM JACATEIBHOCTH
B cepe 3auThl UHGOPMALIMK, B TOM YHCJIE IEPCOHATBHBIX JaHHbBIX;

0 3aIpocaM NOTOBUT M B yCTAHOBJICHHOM IIOPSI/IKE MPeIoCTaBiIseT WHGOPMALIMIO IO
HaXOJAIUMCS B MX KOMIIETEHLIMM BOIIpocaM B cepe 3alluThl HHGOPMALMU, B TOM YHCJIE

[IEPCOHATBHBIX JaHHBIX.
V. OTBETCTBEHHOCTbD

5.1. OtBercTBEeHHOE JIUIO 32 HUHPOPMALMOHHYIO 0€30ITaCHOCTh HECET OTBETCTBEHHOCTh
nepesl TUPEKTOPOM TEXHHKyMa COITIACHO JICHCTBYIOLIEMY 3aKOHOHATEIbCTBY, HOPMATHBHO-
IIPaBOBBIM U JIOKAJIbHBIM HOPMATUBHBIM IIPABOBLIM aKTaM 3a 00eCIeYeHHE:

BBIIOJIHEHHUS TIOCTABJIEHHbIX 3a/1a4 B QYHKIHH,

paboTBl C OOKYMEHTaMH M MX COXPAaHHOCTH, CBOEBPEMEHHOIO H KAueCTBEHHOI'O
VCIIOJTHEHUSI IOPYUYEHUH U oOpallieHuH,

BBIIOJIHEHHs] TPeOOBAaHUM IIPAaBUII BHYTPEHHEIO TPY/IOBOT'O pacropsika,

cOOJTIOIeHUSI IPABUIT ITPOTHBOIIOKAPHOM OE30IIaCHOCTH.



5.2. MaTepuajibHyO0 OTBETCTBEHHOCTh 32 COXPaHHOCTh UMYLIECTBA TEXHHUKyMa HECYT
COTPYIOHHMKH, TPHHSBIIME €ro Ha OTBETCTBEHHOE XpaHEHHE, COTJIaCHO MAEWCTBYIOLIEMY
3aKOHOJIATENICTBY M IOTOBOPOM O MaTe€pHaJIbHOM OTBETCTBEHHOCTH;

TpeOOBaHMI BBIIIOJIHEHUS AEMCTBYIOIIET0 3aKkoHoaTenbecTa Poccuiickoit deneparum,
MHBIX HOPMATHBHO-IIPABOBLIX JOKYMEHTOB, PETJIAMEHTHPYIOIIUX O00€CIeUYeHne 3allluThl
uHbopMalMK, B TOM dHcie obecrneueHue Oe30MacHOCTH IpH OOpabOTKE MEPCOHATBHBIX
JAHHBIX;

00s13aHHOCTEH, IpeAyCMOTpeHHBIX Tpy10oBbIM KogekcoMm P®D, mpaBuiiaMu BHY TPEHHETO
TPYAOBOI'O PacloOpsAaKa, KOJJIEKTUBHBIM IOTOBOPOM, HACTOSIIUM Iloji0)KeHHEM, TPYAOBBIMHU

AOTOBOpaMHu U NOJDKHOCTHBIMHA MHCTPYKIHAMH.




